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1
Decision/action requested

It is proposed to approve add a new section in TS 33.216.
2
References

[1]
TS 33.216

3
Rationale

This contrbution proposes new context on AS Security Mode Command Procedure.
4
Detailed proposal

***** First Change *****

5.2.2.X AS Security Mode Command Procedure
Requirement Name: AS integrity algorithm selection

Requirement Reference: TBA 

Requirement Description: The eNB shall protect the SECURITY MODE COMMAND message with the integrity algorithm, which has the highest priority according to the ordered lists.

Threat References: section of 7.4.2 of TS 33.401[6]
Security Objective References: TBA

Test Case: 
Purpose:

Verify that AS integrity protection algorithm is selected and applied correctly. 

Pre-Conditions:

Test environment with UE. UE may be simulated. 

Execution Steps:
The eNB sends the SECURITY MODE COMMAND message. The UE replies with the SECURITY MODE COMPLETE message.
Expected Results:

1.
The eNB has selected the integrity algorithm which has the highest priority according to the ordered lists and is contained in the UE EPS security capabilities. The eNB checks the message authentication code on the SECURITY MODE COMPLETE message.

2.
The MAC in the SECURITY MODE COMPLETE is verified, and the AS integrity protection algorithm is selected and applied correctly.
Expected format of evidence:
Snapshots containing the result
***** End of Changes *****

